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1. About iW Enterprise Management Console(iW EMC) 

 
iW EMC is a highly scalable, Web-based installation and management utility 

capable of installing and managing multiple Canon and third-party devices. 

 

For IT personnel frustrated with having to cope with a multitude of individual 

device management utilities, iW EMC delivers a streamlined, centralized point 

of control for all devices installed across your enterprise. This essential device 

management platform helps to speed the correction of error conditions by 

directing low toner, paper jams, and maintenance alerts via e-mail messages to 

the designated network administrator. Device settings can be managed from 

one centralized point, tasks can be scheduled and automated, and the core 

device management application can be upgraded with modules to provide 

additional device management capabilities.  

 

With iW EMC, IT administrators are provided with a single, integrated utility to 

manage network peripherals from any web browser.
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2.Positioning 
 
iW EMC is the centralized control interface that will provide multiple device 

management solutions. Whenever customers have multiple devices to manage, 

an installation of  iW EMC will be expected. 

 

2.1.Value Proposition 

 In today’s market, users expect a centralized device management solution to 

compliment their device purchase. iW EMC fulfills this expectation and adds 

value to the Canon solution by providing a centralized device management 

solution that: 

• Easily detects devices on their network 

• Can manipulate device settings with one simple command 

• Schedule and automate repetitive device management tasks 

• Provide a platform to seamlessly install new modular plug-ins to enhance  

your device management capability, leverage cross functional capabilities  

such as residual user access privileges and device lists 

• Installs and upgrades printer drivers on computer workstations 

• Reports device usage, capabilities, and conditions 

 

2.2.Target Market 

 In any environment that spends a considerable amount of time managing, 

tracking, or monitoring devices, an installation of iW EMC should be 

considered. 

The ideal installation environment for iW EMC would be in a large-scale 

enterprise where there are many devices to manage. iW EMC may also be 

effective within a medium-scale environment but the benefits will not be as 

pronounced. 

When evaluating the user environment, the benefits of the modular plug-ins 

available to iW EMC should also be considered. iW EMC may serve as a base for 

launching other solutions. 
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2.3.Sample Scenarios of Customer Use 

Here are some examples of typical customer pain points in which iW EMC was 

introduced as an effective solution 

 

Case 1 

 

Until now, MFP/LBP have been managed by General Affairs 

Dept., but all devices connected to the network will now be 

managed by IT Dept.  General Affairs Dept. used to hire 

temporary staff as full-time device managers, but it is difficult 

for the IT Dept. to hire new temporary staff in the face of 

increased pressure to cut cost lately.  They need a way to 

efficiently manage the output devices on the network.  

Solution  They established the help desk to centrally manage all devices 

at the center console.  Phenomenon such as Toner Low or 

Paper Out which can be handled by users are now solved in 

front of the center console by just making a phone call to the 

site.  

Effects of 

Introduction 

The work that was done by large-scale mobilization of 

temporary staff can now be handled by help desk with a few 

staff, reducing the load of IT manager.  

 

Case 2 The IT manager has drawn up a migration plan to replace the 

PC and MFP, which indicated that the workload associated with 

the following is going to be very large:  

・Installation of printer driver to each client PC.  

・Import of address book to each MFP.  

Solution  Sort out MFPs into groups and import the address book by 

group in a batch.     

Sort out the client PC into groups as well and perform the 

Push-Install by group in a batch.  

Effects of 

Introduction 

iW EMC can distribute the address book of MFP and the printer 

driver to each client PC under the IT manager’s central 

management, significantly reducing the workload of IT 

manager.  By combining with the grouping function, the IT 

manager’s workload can be further reduced.  

In addition, now they barely have an inquiry from client users, 

which also reduces the workload of IT manager.  
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Case 3 After introducing the color MFP, the color print volume is 

increasing more than expected, and the rising cost is 

becoming a problem.  One of the factors may be that 

documents that are good enough in BW are printed in color.  

Solution  Reduce the cost of color printing by customizing the default 

value of printer driver and specifying BW printing as the 

default setting.  Since iW EMC can also distribute a 

customized driver, the change of default value should be 

enforced to all users by using it.   

Effects of 

Introduction 

Now, unintended color printing by user is almost eliminated, 

reducing the printing cost.   

 

Case 4 Editing the MFP address books for each organization change 

has been a huge load on the IT manager.   

Solution  Import to iW EMC the address book that is managed as the 

master, such as Lotus Notes or MS Exchange.  Set up the task 

to distribute the address book during the night when no user is 

using the MFP.  

Effects of 

Introduction 

IT manager do not have to manage multiple address books, 

greatly reducing the maintenance workload.  Since the 

distribution can be performed in the period of time when no 

user is using the MFP, it will not interrupt users’ workflow or 

decrease users’ work efficiency.   
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3.Core Features Overview 

3.1.Device List 

 
One of the main core abilities of  iW EMC is the ability to house all of the basic 

device information in one central location. We can directly view most of the 

basic device data in the device list view. The wealth of information could be used 

for multiple purposes, such as quickly evaluating device status, inventory report, 

or in the case of a Canon sales representative, iW EMC can provide you a 

snapshot of the customer environment with device accessory detail.  

The device list, when exported, contains the following information, per device: 

• Device name 

• Product name 

• Location 

• IPv4 Address 

• IPv6 Address 

• IPv4 Host Name 

• IPv6 Host Name 

• IPv4 Domain 

• IPv6 Domain 

• Serial Number 

• MAC Address 

• Board Name 

• Maximum Print Speed 

• Total Printed Pages 

• Comments 

• Paper Deck 

• 2-Sided Print 

• Scan 

• Staple 

• Saddle Stitch 
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• Hole Punch 

• Trimmer 

• Fax 

• Envelope Print 

• Feeder 

• Collate 

• Z-Fold 

• Inserter 

• Send 

• SNMP v3 

• Firmware Version 

• Communication Protocols 

 

In addition, you can click on each item under the product name column to 

receive following additional details: 

• Device Status 

• Web RUI 

• Paper Information 

• Remaining Toner 

• Toner Cartridge Type 

• Contact Information 

• PDL 

• Installed Fonts 

• Network Interface Information 

• Network Communication Protocols 

 TCP/IP 

 IPX 

 AppleTalk 

 NetBIOS 

 

3.2.Device Discovery  

iW EMC  has a versatile device discovery feature to detect devices on your 

network. 

Devices can be detected by: 

 IP broadcast discovery of local network 

 Example: If the iW EMC server is located on 192.168.5.130, it will 

broadcast and discover devices with the 192.168.5.xxx address 

 IP broadcast discovery of specified networks 

 Example: If the parameter to search is set to 192.164.3.150, it will 

broadcast and discover devices with the 192.164.3.xxx address 

 Discover specified IP addresses 

 Discover devices in a range of IP addresses. iW EMC will ping each 

address sequentially. Example: If given the IP range of 192.164.3.134 - 

192.164.5.129, the server will ping the addresses from 192.164.3.134 – 

192.164.3.254, 192.164.4.xxx, and 192.164.5.0 – 192.164.5.129 

 Discover specified NetBIOS names or DNS names 

 A NetBIOS or DNS name can be specified in place of an IP address 

 Discover standard MIB devices 

 This crucial check box must be activated in order to discover non-Canon 
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devices using the standard MIB 

 Multicast Discovery 

 Offers the ability to discover devices through SLP by passing through a 

specified number of routers 

 WSD Multicast discovery 

 WSD Discovery is a discovery method appropriate for the following 

environments. 
・ When the devices to be managed are only Canon devices 

・ When there are about 100 to 200 devices to be managed 

・ When multicast packets can be used 

 

Additional details can be found in the iW EMC help, accessible by the “?” button 

on the bottom right of the screen and searching under “Creating a Task to 

Discover Devices”   

 

3.3.Device Configuration  

iW EMC can push out device settings to rapidly and efficiently configure a batch 

of devices. Items that must be set individually will have a bulk data entry screen 

in which you can enter the information quickly. In the case of the IP address, 

you can also specify a range of IP addresses to utilize and have iW EMC 

automatically assign a sequential IP address within the range to each device. 

 

The following device information shown the device can be configured:  

• Device name (Set individually) 

• Location (Set individually) 

• Administrator 

• Phone 

• Comments (E-Mail) 

• Contact person 

• Phone 

• Comments (E-Mail) 

The following TCP/IP protocol settings can be configured: 

• Frame type Off/Ethernet II 

• Use DHCP On/Off 

• Use BOOTP On/Off 

• Use RARP On/Off 
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• IP addresses (Set individually) 

• Subnet mask 

• Gateway address request Auto/Manual 

• Gateway address 

• LPD print On/Off 

• LPD banner On (Print Last)/Auto/Off 

• RAW print On/Off 

• RAW mode bidirectional communication On/Off 

• IPP print On/Off 

• Primary DNS server address 

• Secondary DNS server address 

• DNS dynamic update On/Off 

• DNS host name (Set individually) 

• DNS domain name (Set individually) 

• SNTP server 

 

 

3.4.Device Monitoring 

 
iW EMC can automate device monitoring and deliver an email notification when 

an event occurs. A short text format is available if the email will be directed to a 

mobile device. The email notification can be configured to include the following 

device information: 

• Product name 

• Device name 

• Location IP address 

• MAC address 

And the following monitoring condition information: 

• Monitoring condition name 

• Registered by 

• Comments 

 

The following conditions can be monitored to trigger this email notification: 

• Communications errors 

• No paper 

• Paper mismatch 

• Paper jams 

• Toner/ink out 

• Toner/ink low 
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• Toner/ink error 

• Replace drum 

• Replace drum shortly 

• Drum error 

• No staple 

• Staple error 

• Paper source error 

• Output area error 

• Feeder/scan area error 

• Cover open 

• Service call error 

• Other errors 

 

3.5. Task Based Scheduling Capability  

The iW EMC platform offers the flexibility to schedule each task to be 

performed at a later date or on a periodic basis. This scheduling capability, 

leveraged with other functions within iW EMC offers a powerful device 

management automation capability. 

For example: 

• Device status report can be scheduled to run every 10 minutes to monitor  

Device failure, and send an email alert to the appropriate destination 

• Address books can be updated every week with users pulled from Active  

Directory 

• Printer drivers can be pushed out to workstations at 10 PM to minimize  

network load  

 

3.6. Modular Plug-in Upgrade Capability  

The modular design of iW EMC provides an excellent platform to customize the 

software to your solution needs. Optional plug-ins can be installed to enhance 

the core iW EMC capabilities. The plug-ins will be capable of leveraging cross 

functional capabilities and existing data on the iW EMC server, such as user 

access privileges, task-based scheduling, and device locations. The modular 

design will also allow users to reap the benefits of the future plug-ins that will be 

developed over time.  
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4.Specifications 

4.1. System Requirements  

 
Server Computer: 
 

 Hardware 

Hardware (Minimum): Web Server 

•CPU: Pentium 4 processor, 2 GHz or faster (Recommended: Core2 Duo  

processor, 2 GHz or faster) 

•Memory: 1024 MB minimum (Recommended: 2048 MB or more) 

•Hard Disk: Space required for installation: 300 MB minimum 

To use iW EMC in combination with an SQL database  

server  in the same computer, 2 GB of free hard disk space is required.  

(Recommended: 10 GB or more). 

 

Hardware (Minimum): Database Server 

•Hard Disk: 2 GB or more (Recommended: 10 GB or more). 

Other hardware requirements depend on the system requirements of the  

database software to use. (For more information, see the system  

requirements for each product.) 

 

 Software 

Note: 

•iW EMC does not support the following environments: 

- Server Core installations of Windows Server 2008/Server 2008 R2 

- Region and locale settings changed from default 

- Windows XP Mode of Windows 7 

•An IPv4 environment is required to operate iW EMC. If  

you want to use IPv6, it is necessary to construct an IPv4/IPv6 dual  

environment with an operating system that supports IPv6. 

 
 

Software Operating System: Web Server 

The following are software specification requirements for the server 

computer. 
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Microsoft Windows Server 2003 Service Pack 2 

Microsoft Windows Server 2003 R2 Service Pack 2 

Edition: Enterprise/Standard 

Web Server: Microsoft Internet Information Services 6.0 

Platform: 32-bit 

Protocol: IPv4 

Microsoft Windows Server 2008 Service Pack 2 

Edition: Enterprise/Standard 

Web Server: Microsoft Internet Information Services 7.0 

Platform: 32-bit/64-bit 

Protocol: IPv4/IPv6 

Microsoft Windows Server 2008 R2 

Microsoft Windows Server 2008 R2 Service Pack 1 

Edition: Enterprise/Standard 

Web Server: Microsoft Internet Information Services 7.5 

Platform: 64-bit 

Protocol: IPv4/IPv6 

Microsoft Windows XP Service Pack 3 

Edition: Professional 

Web Server: Microsoft Internet Information Services 5.1 

Platform: 32-bit 

Protocol: IPv4 

Microsoft Windows Vista Service Pack 2 

Edition: Enterprise/Business/Ultimate 

Web Server: Microsoft Internet Information Services 7.0 

Platform: 32-bit 

Protocol: IPv4/IPv6 

Microsoft Windows 7 

Microsoft Windows 7 Service Pack 1 

Edition: Enterprise/Professional/Ultimate 

Web Server: Microsoft Internet Information Services 7.5 

Platform: 32-bit 

Protocol: IPv4/IPv6 
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•Software Runtime Environment 

Microsoft .NET Framework Version 3.5 Service Pack 1 

Web Services Enhancements 3.0 for Microsoft .NET Redistributable 

Runtime 

Microsoft Data Access Components 2.8 (Service Pack 1) 

 

Note: 

•Install Language Packs for each version and service pack of the  

Microsoft .NET Framework. 

•Language Packs do not have to be installed. However, if you do not install a  

Language Pack,  

some parts of iW EMC will be displayed in English. 

•Protocol Used for Communicating between the Web Server and Devices 

 TCP/IP 

•Protocol Used for Communicating between the Web Server and Web  

Browsers  

TCP/IP (HTTP/HTTPS) 

•Protocol Stack 

The TCP/IP protocol included with Windows 

 

Software Operating System: Database Server 

•Database Software 

Microsoft SQL Server 2005 Service Pack 3 (SQL Server 2005) 

Microsoft SQL Server 2005 Service Pack 4 (SQL Server 2005) 

Microsoft SQL Server 2005 Express Edition Service Pack 3 (SQL Server 

2005 Express) 

Microsoft SQL Server 2005 Express Edition Service Pack 4 (SQL Server 

2005 Express) 

Microsoft SQL Server 2008 Service Pack 2 (SQL Server 2008) 

Microsoft SQL Server 2008 Express Edition Service Pack 2 (SQL Server 

2008 Express) 

Microsoft SQL Server 2008 R2 (SQL Server 2008 R2) 

Microsoft SQL Server 2008 R2 Express Edition (SQL Server 2008 R2 

Express) 
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Note: 

•For more information on the system requirement for the database software,  

see the Microsoft Web site. 

•If the database software and iW EMC are installed in the  

same computer, the version of .NET Framework necessary for the database is  

the same as the system requirement for iW EMC. 

•.NET Framework 2.0 or later and Microsoft Data Access Components 2.8  

(Service Pack 1) is required to use SQL Server 2005 or SQL Server 2005  

Express as the database. 

•.NET Framework 3.5 SP1 is required to use SQL Server 2008 or SQL Server  

2008 Express as the database. 

•If SQL Server 2005 Service Pack 3, SQL Server 2005 Service Pack 4, or SQL  

Server 2008 Service Pack 1 is installed in Windows XP to which Service Pack  

3 has not been applied, major failure occurs on the computer. 

If you want to install the database software to Windows XP, apply Service  

Pack 3 to Windows XP before installing it. 

 

Client Computer: 
The following software environment is required for client computers that access 

iW EMC via the network. 

Microsoft Windows Server 2003 Service Pack 2 

Microsoft Windows Server 2003 R2 Service Pack 2 

Edition: Enterprise/Standard 

Platform: 32-bit/64-bit 

Microsoft Windows Server 2008 Service Pack 2 

Edition: Enterprise/Standard 

Platform: 32-bit/64-bit 

Microsoft Windows Server 2008 R2 

Microsoft Windows Server 2008 R2 Service Pack 1 

Edition: Enterprise/Standard 

Platform: 64-bit 

Microsoft Windows XP Service Pack 3 

Edition: Professional/Home 

Platform: 32-bit 

Microsoft Windows XP Service Pack 2 

Edition: Professional 

Platform: 64-bit 
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Microsoft Windows Vista Service Pack 2 

Edition: Enterprise/Business/Ultimate/Home Premium/Home Basic 

Platform: 32-bit/64-bit 

Microsoft Windows 7 

Microsoft Windows 7 Service Pack 1 

Edition: Enterprise/Professional/Ultimate/Home Premium 

Platform: 32-bit/64-bit 

 

 Software 

•Software Runtime Environment 

The following .NET Framework is required to start the Device Map Editor 

on a client computer. 

Microsoft .NET Framework Version 3.5 

Microsoft .NET Framework Version 3.5 Service Pack 1 

 

 Web Server 

•Microsoft Internet Explorer 6.0 SP1 or later 

•Windows Internet Explorer 7.0 

•Windows Internet Explorer 8.0 (using Compatibility View) 

 

 Display Environment 

XGA 1024 x 768 or higher resolution, high color 65536 colors or higher 

color (Recommended: XGA 1024 x 768 or higher resolution, full color 

16777216 colors or higher color) 

 

Virtual Environments: 
■  Supported Virtual Environments 

•Microsoft Windows Server 2008 Hyper-V 

•Microsoft Windows Server 2008 R2 Hyper-V 2.0 

•Microsoft Windows Server 2008 R2 Hyper-V 2.0 Service Pack 1 

•Microsoft Virtual PC 2007 Service Pack 1 

•VMware ESXi 3.5 

•VMware ESXi 4.0 

•VMWare ESXi 4.1 
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4.2. Maximum Limits  

Expected Environment Scales for Recommended 
Requirements 
The maximum numbers for each function operating with both the 

recommended requirements are as follows. 

 

Number of clients that can connect to iW EMC: 10 clients 

Number of devices that information can be updated for at a time: 1000 devices 

Number of systems that can be discovered: 10 systems 

Number of device groups that can be created: 100 groups 

Number of users that can be imported from Active Directory at a time: 500 users 

Number of user groups that can be created: 500 groups 

Number of devices that a single task for distributing device settings can be executed 

for: 100 devices 

Number of devices that a single task for retrieving device settings can be executed 

for: 100 devices 

Number of devices that a single task for restarting devices can be executed for: 100 

devices 

Number of tasks that can be created: 100 tasks 

Number of tasks that can be executed at the same time: 2 tasks 

Number of devices that can be monitored with a single monitoring condition: 100 

devices 

Number of device monitoring conditions that can be created: 10 conditions 

Number of device monitoring conditions that can be executed at the same time: 10 

conditions 

Number of optional plug-ins that can be added: 10 plug-ins 
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5. Technical Considerations 

5.1. Security 
[Login management] 

The iW EMC is the web application which enables the client computer to use the 

iW EMC by accessing, via a web browser, the server computer where the iW 

EMC is installed. When accessing iW EMC, the user authentication screen is 

displayed at first. Only when the user inputs the correct user name and 

password, iW EMC functions can be used. It is recommended to update the 

password regularly in the same way as other IT systems. 

 

[Access restriction by user] 

By using account management functions of the iW EMC, access level can be set 

by user group for each function of the iW EMC. When managing the device by 

the same Administrators using the iW EMC, this function enables setting of the 

access authority for each administrator to perform minimum functions, which 

improves the security level of the entire system. The setting to allow access by 

only a limited administrator (usually one person as a system administrator) for 

the iW EMC environment setting (system setting, account management, and 

system log) is recommended. 

 

[Data hiding] 

The iW EMC’s internal data (environment setting information, task information 

and so on) is stored in the database (SQL or MSDE) specified during the 

installation of the iW EMC. Therefore, its contents cannot be referred to from 

the Windows file system. The access to the database is protected by a user name 

and password. 

 

[Authentication when sending an e-mail] 

As for the e-mail send function of the iW EMC, by setting up the SMTP server, 

iW EMC system administrator can configure the SMTP server setting, which 

enables the configuration of the e-mail send capability after appropriate 

authentication (SMTP authentication and POP before SMTP (POP or APOP)) 

with the verified SMTP server. 
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[Encryption Threat Responses Are as Follows:] 

 iW EMC login password hash method  

 Changed from SHA-1 to SHA-256  

 The encryption method used by iW EMC for data confidentiality  

 AES 256 changed to the .NET Framework 3.5 AES 256 (FIPS 

authentication)  

 Encryption method used for communication with the device in SNMP v3  

 AES 128 added  

 Encryption authentication method between iW EMC  

 RSA2048 and SHA-256 added  

In order to communicate with the existing version of iW EMC, the existing 

RSA1024, AES256, and SHA-1 are retained 
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5.2. Communications Protocol and Port Number  

With the iW EMC basic set, the PC installed with iW EMC communicates with 

the network objects indicated in the figure below.  

 

 

iW MC Basic Set Communications Environment  

 

 

The following protocols or port numbers are used for the communications 

numbered in the figure above.  

 

Port No. Protocol Network Service Direction Description 

80 TCP HTTP (1) Inbound Required to access iW MC Server 
/ IIS from client PC.  
The port number can be changed 
in the IIS settings.  

443 TCP HTTPS (1) Inbound Required to access iW MC Server 
from client PC (when using SSL). 
The port number can be changed 
in the IIS settings. 

Client PC 

Other 
iWMC 

Device 

Database 
Server 

AD 
Server 

WINS/DNS 
Server 

(1) (2) (3) 

(4) 
(5) (7) 

SMTP/POP3
Server 

(6) 

Server PC
(iW MC ) 
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1433 TCP SQL over TCP (2) Outbound Required to access SQL / MSDE 
on the remote PC from iW MC 
server.  It is not required when 
using SQL / MSDE on the iW MC 
server.  
The port number can be changed 
in the SQL / MSDE settings.  In 
case of SQL 2005, dynamic ports 
can also be specified in addition 
to the fixed ports.  

1434 UDP SQL Probe (2) Outbound Required to access SQL / MSDE 
on the remote PC from iW MC 
server.  It is not required when 
using SQL / MSDE on the iW MC 
server.  
The port number can be changed 
in the SQL / MSDE settings.   

389 TCP LDAP (3) Outbound Required to acquire the user list 
information from Active Directory. 
It is not required if MC-unique 
authentication is selected when 
installing iW MC.  

25 TCP SMTP (3) Outbound Required to be notified by e-mail. 
The port number can be changed 
in [Configuration] - 
[Communications Settings].  

110 TCP POP3 (4) Outbound Required to authenticate by POP 
before SMTP for the e-mail 
notification.  
It is not required when not 
authenticating by POP before 
SMTP.  
The port number can be changed 
in [Configuration] - 
[Communications Settings].  

427 UDP SLP (5) Inbound Required to be discovered by 
other iW MC server by SLP 
Multicast (Distributed Service 
Discovery function).  

427 UDP SLP (5) Outbound Required to discover other iW MC 
server by SLP Multicast 
(Distributed Service Discovery 
function). 

427 UDP SLP (6) Outbound Required to discover devices by 
SLP Multicast 

161 UDP SNMP (6) Outbound Required for device discovery by 
SNMP Broadcast / Unicast, for 
device settings distribution / 
authentication when rebooting, 
and for the device settings 
acquisition / settings distribution / 
data acquisition and setting when 
rebooting.  
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53 UDP DNS (7) Outbound Required to convert the DNS host 
name into IP address when 
discovering devices by specifying 
the DNS host name (FQDN).  

137 UDP NetBIOS Name 
Resolution 

(7) Outbound Required to convert the NetBIOS 
name into IP address when 
discovering devices by specifying 
the NetBIOS name.   

47545 UDP CPCA (6) Outbound Required for the device settings 
distribution / authentication when 
rebooting.  

80 TCP HTTP (6) Outbound Required to access the Web 
pages in the device (Remote UI) 
or the EFI Web Tools (for EFI 
controller equipped devices).  

8080 TCP HTTP (6) Outbound Required to access the Web 
pages in the device (Remote UI) 
(for EFI controller equipped 
devices).

－ ICMP ICMP Echo 
(ping) 

(*) Outbound Required to check duplication of 
IP addresses when making the IP 
address setting for the device 
settings distribution.  

 

In the above table, [Direction] means the direction of communication from 

the server computer installed with iW EMC.  When [Direction] is “inbound”, 

[Port No.] indicates the port number of receiver, and when [Direction] is 

“outbound”, [Port No.] indicates the port number of sender.   

Address Book Management Plug-in and Paper Information Plug-in use the 

following protocols in addition to the protocols used by the basic package.   

 

Port No. Protocol Network Service Direction Description 

80 TCP HTTP/UDDI (6) Inbound Required for Universal 
Description, Discovery and 
Integration (UDDI).  

443 TCP HTTPS (6) Inbound Required for SOAP 
communications with the 
device.  

 

Printer Driver Management Plug-in uses the following protocol in addition 

to the protocols used by the basic package.  
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The Communications Environment when Adding the Printer Driver 

Management Plug-in 

 

The Agent program for Printer Driver Management Plug-in is installed to the 

client computers to which the printer driver is distributed by Printer Driver 

Management Plug-in (equivalent to “Client PC (Agent)” in the figure).  To 

the Windows 9x series, the Agent program is installed manually, and to 

other Windows OS, it is remotely installed from the server computer 

installed with iW EMC.   

The printer driver file installed by Printer Driver Management Plug-in is 

stored to “FTP Server” in the figure.  The IT manager accesses iW EMC 

using the web browser on the “Client PC (IT Manager)”, and can upload the 

printer driver file on the “Client PC (IT Manager)” to the FTP server using 

the no-touch deployment Windows Form Application.  

Printer Driver Management Plug-in uses the following protocols in addition 

to the protocols used by the basic package.  

 

Client PC 
(IT Manager)

Other 
iWMC 

Device 

Database 
Server 

AD 
Server 

WINS/DNS
Server 

(1) (2) (3) 

(4) (5) (7) 

SMTP/POP3
Server 

(6)

Server PC
(iWMC Server)

FTP 
Server 

(11) 
(9) 

Client PC 
(Agent) 

(10) 
(8) 
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Port No. Protocol Network Service Direction Description 

135 
 

TCP Remote 
Procedure Call 

(8) Outbound Required to remotely install 
the Agent Program from iW 
MC Server to Client PC using 
WMI (Windows Management 
Instrumentation).  

445 
 

TCP SMB Direct 
Hosting 

(8) Outbound Required to remotely install 
the Agent Program from iW 
MC Server to Client PC using 
WMI (Windows Management 
Instrumentation).  

11017 UDP SNMP (8) Outbound Required to send the task 
execution command from the 
iW MC server to the Agent on 
Client PC.  

80 TCP HTTP (8) Inbound Required to notify the 
information of client PC from 
the Agent on client PC to iW 
MC Server.  
When looking from iW MC 
server, it is inbound, and 
looking from the Agent 
Program on client PC, it is 
outbound.  

21 TCP FTP (9) Outbound Required to access the FTP 
server from iW MC server.  
The port number can be 
changed in the FTP server 
settings.  

20 TCP FTP (9) Outbound Required to transfer data 
between the iW MC server 
and FTP server in the 
standard mode (PORT mode). 

21 TCP FTP (10) Outbound Required to access the FTP 
server from the program to 
manage the printer driver files 
implemented with no-touch 
deployment.  
The port number can be 
changed in the FTP Server 
settings.  

20 TCP FTP (10) Outbound Required to transfer data 
between the program to 
manage the printer driver files 
implemented with no-touch 
deployment and the FTP 
server in the standard mode 
(PORT mode).   
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21 TCP FTP (11) Outbound Required for the Agent 
program on client PC to 
access the FTP server.  
The port number can be 
changed in the FTP server 
settings.  

20 TCP FTP (11) Outbound Required for the Agent 
program on client PC and the 
FTP server to transfer data in 
the standard mode (PORT 
mode).   

 

 

5.3. Network Traffic 

Network traffic is quite small when monitoring the device at the normal status. 

 When the device is at the normal status：About 3.5 Kbytes / 1 device 

 When an error occurs in the device：About 4 Kbytes / 1 device 

Even if 1,000 units of devices are connected to the network, the iW EMC obtains 

the device status one by one, which does not have an impact on traffic if the 

number of devices is increased. 

 

 Given the above facts, it can be said that the iW EMC has little impact on 

the customer’s network traffic. 


